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Using Teams with the Sentinel 3

Microsoft Teams Direct Routing and Sentinel
Interoperability

This configuration notes explains the required configuration to use Microsoft Teams with the
Sentinel.

PSTN Provider |\ ———— E E 3 — Phone # _ Phone #Range
: : : Mediatrix | o eee see se8

me

Sentinel SBC

o

Telephony Trunk

PBX/SBC Analog Telephopny Adapters ‘

| 52

@ I E\ Teams User
Call Centers '

Voice Apps

The Sentinel SBC from Media5 is the Session Border Controller used in the Enterprise model of

Microsoft. It terminates MS Direct Routing trunk and provides interconnections to various types of
telephony endpoints:

« |IPPBX
+ External 3rd party SIP trunk

* PRI or FXS/FXO telephony interfaces to legacy PBX
* Analog telephone adaptors

For more information on the Microsoft Direct Route planning, visit: https://docs.microsoft.com/en-us/
microsoftteams/direct-routing-plan.
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Requirements for MS Teams

+ Refer to the following link for MS Teams direct routing requirements: https://docs.microsoft.com/
en-us/microsoftteams/onboarding-checklist-enable-office-365

* A publicly resolvable FQDN for the Sentinel. The FQDN must be in one of the domains
defined under your Microsoft Teams account. For example the SBC FQDN is set to
shct eans. nedi at ri x. com which is under the mediatrix.com domain.

Media5

Domains

+ Add domain £ Buy domain () Refresh

Dhoimain namae “Aatus
rrediatris com [Default) : & Healty
mediatrixsbe onmicrosoficom & Healtry

+ At least one Microsoft Teams user must be created under the same domain. In our example,
we have created one such account: medi aSuser @redi atri x. com

+ DID Phone Numbers to dial in, you can get DID phone numbers under Microsoft Teams admin
Center/Users/Phone Numbers and assign it to a specific user (or auto-attendant, which is a
pseudo-user).

Hi Microsoft Tesms sdmin center

Phone numbers
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Connecting to MS Teams with PowerShell

Before you start

Microsoft Visual C++ 2017 x 64 Minimum Runtime - 14.10.25008 package must be installed.

Steps
1)

Download and install Power Shell: https://docs.microsoft.com/en-us/SkypeForBusiness/set-up-
your-computer-for-windows-powershell/set-up-your-computer-for-windows-powershell

Open PowerShell from your PC. Run it as Administrator.

Install Microsoft Teams module if needed: https://docs.microsoft.com/en-us/MicrosoftTeams/
teams-powershell-install#install-the-teams-powershell-module

Type Set - executi onPol i cy —ExecutionPol i cy RenoteSi gned
Click Yes to all.

Enter | nport - Modul e M crosoft Teans

Enter Connect - M cr osof t Teans

Enter your tenant admin user name and password.

Next Step
Configuring MS Teams Voice Routing (p.5)

Configuring MS Teams Voice Routing

Information

Steps
1)

In the MS Teams PowerShell, enter the command to create the Direct Routing SIP trunk.

Note: For example New CsOnli nePSTNGateway —Fqdn sbcteans. nedi atri x. com -
Si pSi gnal i ngPort 5061 - MaxConcurrent Sessi ons 5 -Enabl ed $true

Enter the command to create the actual voice route that will be used to route calls to the
SBC.

For example

Set - CsOnl i nePst nUsage —ldentity G obal —-Usage
@ Add=" Mont r eal 514Sher br ooke819” }

and

New CsOnl i neVoi ceRoute -ldentity "Mntreal Sherbrooke"
Nunber Pattern "~\ +1(514| 819) (\d{7}) $"
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- Onl i nePst nGat ewayLi st sbcteans. mediatrix.com-Priority 1 -
Onl i nePst nUsages " Mntreal 514Sher br ooke819"

and

New CsOnl i neVoi ceRout i ngPol i cy "Montreal Sherbrooke" -
Onl i nePst nUsages " Montreal 514Sher br ooke819"

3) Enter the command to assign the routing policy to the users.

Note: For example Grant - CsOnl i neVoi ceRout i ngPol i cy —ldentity
"user1l@medi atri x. con’ —Pol i cyNane "Montreal Sherbrooke"

4) In case you need to assign an OnPremise number to specific user, enter the command:

Note: For example Set-CsUser -ldentity "user1l@wedi atri x. cont -
Ent er pri seVoi ceEnabl ed $true - HostedVoi ceMail $true -OnPrenLineURl tel: 42565

Next Step
Importing Rulesets (p.10)

media5corp.com
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Requirements for the Sentinel

+ DGW software version: MediatrixSentinel_Dgw_48.0.2430 or newer.
Rulesets created to use Teams with the Sentinel. Contact your sales representative.

media5corp.com
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A server certificate with the SBC FQDN in the Common Name or Subject Alternative Name
signed by one of the approved public CA by Microsoft. In our test, the SBC host certificate was
signed by Comodo (one-month Free Trial):

+ Key length 2048 bits

+ Signature Hash algorithm: SHA 256

+ Extended Usage: ClientAuthentication and ServerAuthentication

+ Common Name: shct eans. medi atri x. com

* SAN may contain wild card FQDN, most root CA will charge extra for that; the Comodo free
trial does not allow that so it was skipped

a  Certihicate -

General Defsils  Certdfication Path

Shapw | <ANS w
Fiekd y- ~
T Verson W3
) Sisriall Prrrabser D CriaEennl 1 40 IR0 S5 aldha. .

T Signptyre alonnthm shalSiRGA
T Signature hash algonithm  shalSe

o L Sectign REA Domain Valldaticn Sa..,
vl from Sundary, March 22, 020 8:00:00 FM
LVl b3 Wedsesdey, Aprll 13, 303 7:50:5..,

[ Subgect shotesms. mediatri com a

Senver duthencateon (1.36.0.5.57.3.1)
Claprt Authaenbicaton (1,34 1.5.5 80,5}

Ede Frogeres. . Copy 1o File...

[« ]

Generate the necessary CSR (Certificate Signing Request), and later combine the private
key and the CA signed certificate to form a host certificate to upload to the Sentinel: Refer
to https://documentation.media5corp.com/display/DGWLATEST/Creating+a+Media5+Device+Host
+Certificate+with+OpenSSL
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Install Baltimore Cybertrust Root CA certificate on the SBC (https://www.digicert.com/digicert-root-
certificates.htm); this is to validate against MS Teams servers (si p. pst nhub. m crosoft. com
Si p2. pst nhub. m crosoft. comsi p3. pst nhub. m crosoft. com

Associate the host certificate to the SBC service. Make sure only 1 certificate is associated to
it. Refer to https://documentation.media5corp.com/display/DGWLATEST/Using+Trusted+CA+and+Host

+Certificates for more details.

To speed up incoming calls from Teams, as calls from Teams Direct Routing server may come
from another IP (not the same as the ones resolved by DNS), set up the following static DNS

entries

Hoc. St ati cHost s. Del et eAl | Rows

Hoc. I nsert St ati cHost Nane="si p. pst nhub. m crosoft. conf

| pAddr esses="52. 114. 132. 46, 52. 114. 148. 0, 52. 114. 132. 46, 52. 114. 75. 24,
52.114.76.76,52.114. 7. 24,52. 114. 14. 70"

#t he sequence of | P addresses may vary fromregion to region, ping M

Teans FQDN
to find out what it is resolved into for your region

Note: There are also different FQDNSs for US government and Department of Defense, please follow
the MS Teams Direct Routing planning document. You can find the IP addresses for these domains

there.
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Sentinel Set-Up for Teams

The following is the Network topology tested in this setup.

A FreePBX (peered to lan_ip_pbx_ca call agent) is used as the enterprise IP PBX. It has a SIP trunk
pointing to the Sentinel SBC, signaling is plain UDP and media is un-encrypted RTP.

An external 3rd party SIP trunk from IXICA (peered to wan_ip_trunk_ca call agent) is for outbound
calls to the PSTN. Inbound calls through this SIP trunk require mapping of this SIP trunk DID to
Microsoft Teams DID numbers. In our test, all incoming calls from SIP trunk are forwarded to an MS
Teams client phone number 14388064466

The Microsoft Direct Routing trunk is peered to the MS_Teams_Direct_Routing_ca call agent. The
signaling with MS Teams is over TLS and media is encrypted with sRTP.

The topology between FreePBX and MS Teams is as follows:

Polycom phone¢ FreePBX ¢ sip trunk 2 Sentinel SBC 2 direct routing & MS Teams Cloud & Teams clients

And between IXICA SIP trunk and MS Teams:

PSTN & IXICA &sip trunk & Sentinel SBC 2direct routing & MS Team Cloud  Teams clients

The Sentinel SBC is deployed behind a NAT firewall and only the Uplink interface is used. The
required ports for signaling and media are port forwarded to the SBC by the NAT firewall.

Importing Rulesets

Before you start

Rulesets must first be imported. Contact your sales representative to obtain the required rulesets
to use Teams with the Sentinel.

Information
This procedure is valid for Call Agent and Routing Rulesets.
Steps

1) Go to Management/File.

Note: Step 2 is only required when importing the first Ruleset and if you are not using a secure
connection to access the Management Interface (http://).

2) Click Activate unsecure file importation from the Web browser.
3) From the Path field, select sbc/rulesets/.

media5corp.com
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4) Click Browse, and navigate to the following Rulesets to import:

a) force_media_plain_rtp_handle_replaces.crs
b) MS_Teams_interop.crs

¢) Trunk_interop.crs

d) MS_Teams_to_lan_pbx_to_trunk.rrs

Note: Ruleset file extension must be *.crs for Call Agent Rulesets or *.rrs for Routing Rulesets.

5) Click Import.
Result

The imported Rulesets will appear in the Internal files table, with the selected path in front of the
name. The Ruleset will be available in the tables of the SBC/Rulesets page.

Import File Through Web Browser

Path File

IC:\RuIesets\your_ruleset Browse ... | Import
Next Step

Configuring the Local Firewall (p.11)

Configuring the Local Firewall

Information

Use this procedure if you cannot apply the specific firewall rules at the external NAT firewall outlined
in the Microsoft Direct Routing Planning guide: https://docs.microsoft.com/en-us/microsoftteams/direct-
routing-plan

More information about configuring local firewall rules on DGW is available on: https:/
documentation.media5corp.com/display/DGWLATEST/Configuring+Local+Firewalls

Steps

1) Go to Network/Local Firewall.

2) In the Local Firewall Rules table, complete the fields for each rule managing the TCP
packets as follows:
a) Activation: Enable
b) Source Address: IP address of the TCP incoming packet.
c) Destination Address: Uplink
d) Protocol: TCP
e) Destination Port: 5061
f) Action: Accept

media5corp.com
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3) Complete the fields for each rule managing the UDP packets as follows:

a) Activation: Enable
b) Source Address: IP address of the UDP incoming packet.

c) Destination Address: Uplink

d) Source Port: Source port of the incoming UDP packet.
e) Protocol: UDP

f) Destination Port=30000-30999

g) Action: Accept
4) Click Save & Apply.

Result

For example
1 [Enzble [v] fz.114.75.24 | | | [uptink | [Fost | [Tcr Io] O [Accept <] [io | [6o A v |+ -]
2 [Enable [«] [52.114.148.0 | | [uplink | [5081 | [ter [« O [Accapt ] [10 | [so | =
2 [Enable [«] [52.114.132.98 || | [uplink | [5o81 | [Ter [&] O [Accapt ] [10 | [so | =
4 [Enable || [Fz.114.7.24 I [ | [uglink | [Fost | [Ter I&] O [Accept =] [io E WA v]+]-]
5 [Enable [«] [52.114.76.78 || | [uplink | [5o81 | [Ter [&] O [Accapt ] [10 | [so | =
& [Enable [o] [52.114.1470 | | [uplink | [5081 | [ter [« O [Accapt ] [10 | [so | =
7 [Enable [v] [fzi14.16.74 || | [uglink | [Fost | [Ter I&] O [Accept =] [io | [eo B Alv]+]-]
g8 [Enable [o] [52.114.20.23 || | [uplink | [5081 | [ter [« O [Accapt ] [10 | [so | =
9 [Enable [«] [52.114.36.156 | | | [uplink | [5o81 | [Ter [&] O [Accapt ] [10 | [so | =
10 [Enable [o] [52.114.32.169 | | | [uplink | [Fos1 | [ter ] O [Accept | [10 | [0 | =
11 [Enable [o] | | [ | [uplink | [5o81 | [Ter [&] O [Drep ] [10 | [so | =
12 [Enable [v] [52.112.0.0/14 | [49152-53247| [Uplink | [zooo0-20393] [uoe [] O [Accapt ] [10 | [so | =
13 [Enable [o] [52.112.0.0/14 | [3478-3481 | [uplink | [zo000-30939] [uoe [o] O [Accept | [10 | 50 | =
14 [Enable [o] [52.120.0.0/14 ] [49152-53247] [Uplink | [zoooo-z0s9s| [uoe [] O [Accapt ] [10 | [s0 | =
15 [Enable [+ [52z.120.0.0/14 | [3478-3481 | [uplink | [zoooo-z039s| [uoe [] O [Accapt ] [10 | [so | JH

Next Step
Configuring the Signaling Interfaces (p.12)

Configuring the Signaling Interfaces

Steps

1) Go to SBC/Configuration.

media5corp.com
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2)
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In the Signaling Interface Configuration cable, configure the pbx_s as follows:
a) Name: pbx_s

b) Network: Uplink

c) Port: 5062

d) Secure Port: 5063

e) Allowed Transport: All

f) TLS Mode: Client

g) Public Address: leave empty

Note: This is the signaling interface used by the LAN IP PBX (no NAT)

Click & and complete the fields as follows.

a) Name: trunk_s

b) Network: Uplink

¢) Port: 5090

d) Secure Port: 5091

e) Allowed Transport: All

f) TLS Mode: Client

g) Public Address: external Public IP address of the SBC

Note: This is the signaling interface used by the public SIP trunk (with near end NAT enabled, public
IP address assigned)

Click & and complete the fields as follows.

a) Name: teams_s

b) Network: Uplink

¢) Port: 5060

d) Secure Port: 5061

e) Allowed Transport: TIsOnly

f) TLS Mode: Both

g) Public Address: FQDN assigned to the SBC

Note: This is the signaling interface used by MS Teams (interface set to TLS only), the public address

field must contain the FQDN assigned to the SBC (this is mandatory for MS Teams to require the
FQDN in the SIP Contact host part, otherwise it will reply with a SIP 403 Forbidden)

media5corp.com
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Result
Signaling Interface Configuration

I Name Network Secure Port #i'm;:gﬂs Tls Mode  Public Address
[locp_s | [Loce +] [o | [o | [ | [client [«] | | =
[lan1_s | [Lant «] [o | [o | [ | [client [«] | | =
[trunks_s | [uplink <] [5080 | [s0=1 | [an « | [client [«] [51P trunk public address | =
[teams_s | [uplink <] [o | [s081 | [Tisanly [«] [Both [] [sBC FQODN | =
[pbac_s | [uplink <] [5082 | 5082 | [anl « | [client [&] | | =

Next Step

Configuring the Media Interfaces (p.14)

Configuring the Media Interfaces

Information

Steps
1) Go to SBC/Configuration.

2) in the Media Interface Configuration table, configure the pbx_m Media interface as
follows:

a) Name: pbx_m

b) Network: Uplink

c) Port Range: 21000-21200

d) Public Address: leave empty

Note: This is the media interface used by the LAN IP PBX (no NAT)

3) Click & and configure the fields as follows:
a) Name: teams_m
b) Network: Uplink
c) Port Range: 30000-30999
d) Public Address: external Public IP address of the SBC

Note: This is the media interface is used by the public SIP trunk and MS Teams (with near end NAT
enabled, public IP address assigned)
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4) Click B and configure the fields as follows:
a) Name: trunk_m
b) Network: Uplink
c) Port Range: 20000-20999
d) Public Address: external Public IP address of the SBC

Note: This is the media interface is used by the public SIP trunk (with near end NAT enabled, public
IP address assigned)

Result
. Media Interface Configuration _

Name Network Port Range Public Address
[locp_m | [Loop «| [20000-20939 | | =
[lani_m | [Lant «| [20000-20939 | | =
[trunk_m |  [uplink [v] [20000-2039s |  [sBC public address | =
[t=arms_m |  [uplink [v] [zo000-30999 |  [sBC public address | =
[pbsc_m |  [uplink [v] [21000-21z200 | | =

Next Step

Configuring the MS_Teams_Direct_Routing_ca Call Agent (p.15)

Configuring the MS_Teams_Direct_Routing_ca Call Agent

Steps
1) Go to SBC/Configuration.
2) Inthe Call Agent Configuration table, click K.
3) Inthe Configure Call Agent table, complete the fields as follows:
a) Name: MS_Teams_Direct_Routing_ca
b) Enable: checked
c) Signaling Interface: teams_s
d) Media Interface: teams_m
e) Peer Host: si p. pst nhub. m crosoft. com 5061
f) Force Transport: Tls
g) Keep-Alive Interval: 30
h) Blacklisting Duration: 60
i) Blacklisting Delay: 0
j) Custom Header: X- M5- SBC. Medi atri x/ %pr oduct seri es% %versi on%
4) In the Call Agent Rulesets table, from the Name select MS_Teams_interop.

5) In the Parameters field, enter the CC=Country Code and the DIGITS=Number of digits of
CC+1,eg.CC=1 DIG TS=2,0or CC=34 DI A TS=3.
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6) Click Save.
Result

Configure Call Agent
Value

Call Agent Parameters

Mame | ME_Teams_Direct_Routing_ca |
Enable

Signaling Interface

Madia Intarface

Pear Host sip. pstnhub.microsoft.com: 5061 |

Pear Metwork

Force Transpaort Tl W

Monitoring and Blacklisting Parameters

Keep-Alive Interval |3':I |
Blacklisting Duration |6'J |
Blacklisting Delay |E' |

|

Blacklisting Error Codes

Custom Header |}<-I'v'IS-SE-C: Mediatrix/%productseries¥% /% hversion |
Call Agent Rulesets
Priority MName Parameters

2 [MS_Teams_interan v| [cc=1oiGms=z | BEE

Next Step
Configuring the lan_ip_pbx_ca Call Agent (p.16)

Configuring the lan_ip_pbx_ca Call Agent

Steps
1) Go to SBC/Configuration.
2) In the Call Agent Configuration table, click & located on the same line as lan_ip_pbx_ca
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3) Inthe Configure Call Agent table, complete the fields as follows:

4)

5)

Using Teams with the Sentinel

a) Name: lan_ip_pbx_ca

b) Enable: checked

c) Signaling Interface: pbx_s

d) Media Interface: pbx_m

e) Peer Host: IP address of the local IP PBX
f) Force Transport: none

g) Keep-Alive Interval: 30

h) Blacklisting Duration: 0

i) Blacklisting Delay: 0

In the Call Agent Rulesets table, from
force_media_plain_rtp_handle_replaces
Click Save.

media5corp.com
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Result

Configure Call Agent
Value

Call Agent Parameters

Name | lan_ip_pbx_ca |
Enable

Signaling Interface

Media Interface

Peer Host 1P address of local IP PEX

Peer Network

Force Transport
Monitoring and Blacklisting Parameters

Kaep-Alive Interval I 20

Blacklisting Duration [0

Blacklisting Delay |EI

Blacklisting Error Codes |

Custom Header |

Call Agent Rulesets

Priority Name Parameters
1 | force_media_plain_rtp_handle_replaces v | I | J J =
Next Step

Configuring the wan_ip_trunk_ca Call Agent (p.18)

Configuring the wan_ip_trunk_ca Call Agent

Steps
1) Go to SBC/Configuration.
2) Inthe Call Agent Configuration table, click & located on the same line as lan_ip_pbx_ca
3) Inthe Configure Call Agent table, complete the fields as follows:
a) Name: wan_ip_trunk_ca
b) Enable: checked
c) Signaling Interface: trunk_s
d) Media Interface: trunk_m
e) Peer Host: sbcl.i xi ca. com 0
f) Force Transport: none
g) Keep-Alive Interval: 30
h) Blacklisting Duration: 60
i) Blacklisting Delay: 0

media5corp.com
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4) In the Call Agent Rulesets table, from the Name select Trunk_interop

Using Teams with the Sentinel

19

5) Inthe Parameters field, enter the username, password and domain corresponding to your

setup, as USERNAME=user nane PASSWORD=passwor d DOVAI N=sbc1l. i xi ca. com

6) Click Save.
Result

Configure Call Agent
Value

Call Agent Parameters
Name
Enable
Gataway
Signaling Interface
Media Interface
Peer Host
Peer Network
Force Transport
Monitoring and Blacklisting Parameters
Keep-alive Interval
Blacklisting Duration
Elacklisting Delay
Elacklisting Error Codes

Custom Header

|war|_i p_trunk_ca
e

|5b|:]..i>ci|:a.|:0m:0

None s

Call Agent Rulesets

Priority Name

Parameters

1 |Trun|-c_interop

. | |U5ERNAME=username PASSWORD=password DOMAIN=sbcl.ixica.com | =

Next Step

Associating Routing Ruleset to the Configuration (p.19)

Associating Routing Ruleset to the Configuration

Steps

1) Go to SBC/Configuration.
2

4) Click Apply.

) In the Routing Rulesets table, click E.
3) From the Name selection list, choose MS_Teams_to_SIP_Trunk_routes
)
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Result

Routing Rulesets
Priority Name

Using Teams with the Sentinel

Parameters

i | MS_Teams_to_lan_pbx_to_trunk

o] |

| AEE

media5corp.com
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MS_Teams_to_lan_pbx_to_trunk Routing Ruleset

+ If the MS Teams client dials a number beggining with 1514996, call is routed to lan_ip_pbx_ca,
i.e. FreePBX

+ If the MS Teams client dials other numbers, call is routed to wan_ip_trunk_ca, i.e. IXICA SIP
trunk towards PSTN

+ If the call is initiated from the FreePBX and begins with 1438806, call is routed to MS Teams,
transport is forced to TLS

+ Ifthe call is initiated from the FreePBX calling other numbers, the call is routed to
wan_ip_trunk_ca

+ Ifthe call is initiated from the PSTN (wan_ip_trunk_ca), call is routed to MS Teams

= MS_Teams_to_lan_pbx_to_trunk Route from MS_Teams_ca to lan_ip_pbx_ca and wan_ip_trunk_ca
Conditions Actions Active

T g == "lan_ip_pbsx_ca” anD [[EIIRIESY begins with "1428806" T ) MS_Teams_Direct_Routing_ca v

Force transport: |
Next hop: J§l
CUINCRUEH Hext hop

Transport protocol: R}
Update R-URI host: I

Source Call Agent e

lan_ip_pbs_ca" e =0 v=n_ip_trunk_ca v

[next hop: 8

IIN RN Hext hop

SR == "MS_Teams_Diract Routing_ca" AND [[RITTIET]  begins vith "1514996" [T lan_ip_pbx_ca v

Force transport: B3

[Next hoo: [8

Route via: [IERAET-Y

Transport protocol: ¥l

Update R-URI host: |

MS_Teams_Direct_Routing_ca" [ ET S van_ip_trunk_ca v

Source Call Agent JES

Force transport: 8

[Next hop: [8

Route via: [IERAET-]

Transport protocol: ¥l

Source Call Agent IS

wan_ip_trunk_ca" e IETi L 8 MS_Teams_Direct_Routing_ca v
Force transport: B3
Next hop: il
Route via: IS0

Transport protocol: k=)
Update R-URI host: |
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