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Generating a Private Key

Steps
1) Enter openssl genrsa -aes256 -out your_device.key 2048

Note: The following step is optional.

2) Enter cp your_device.key your_device.key.orig

3) Enter openssl rsa -in your_device.key.orig -out your_device.key to remove the
passphrase.
Example

[root @ocal host nycert]# cp 192.168. 1. 31. key 192.168.1.31.key.orig
[root @ocal host nycert]# openssl rsa -in 192.168. 1. 31. key. ori g -out

192. 168. 1. 31. key
Enter pass phrase for 192.168. 1. 31. key. ori g:

writing RSA key
[root @ocal host nycert]#

Result

A private key is generated with:

+ alength of 2048 bits

* encryption with a 256 bit AES algorithm.
The output filename is your_device.key.

Next Step
Creating a Certificate Signing Request (CSR) from a Private Key (p.4)
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Creating a Certificate Signing Request (CSR) from
a Private Key

Steps
Enter openssl req -new -key your_device.key -out your_device.csr -sha256
Result

A CSRis generated from the private key created in the Generating a Private Key (p.3) procedure with
a SHA256 signature algorithm. This is a result example.

[root @ocal host nycert]# openssl req -new -key 192.168. 1. 31. key -out
192. 168. 1. 31. csr -sha256

Enter pass phrase for 192. 168. 1. 31. key:

You are about to be asked to enter information that will be
i ncor poratedi nto your certificate request.

What you are about to enter is what is called a Distinguished Nane or a
DN.

There are quite a few fields but you can | eave sone bl ankFor sone fields
there will be a defaultval ue,

If you enter '.', the field will be |left blank.

Country Nanme (2 letter code)[ XX]: CA

State or Province Nanme (full nane[]: Quebec

Locality Nane (eg, city) [Default G ty]: Mntreal

Organi zati on Nanme (eg, conpany) [Default Conpany Ltd]: Medi a5

Organi zational Unit Nanme (eg, section)[]: TAC

Common Nanme (eg, your name or your server's hostnane)[]:192.168.1.31
Emai | Address[]:tac@redi abcor p. com

Pl ease enter the following "extra attri butes
to be sent with your certificate request

A chal | enge password []

:An optional conpany nane []:

[root @ocal host nycert]#

Next Step

Signing the CSR file by Your Own Certificate Authority (CA) (p.5)
Use this procedure if your certificates are signed by a Certificate Authority you have access to.

Signing the CSR by a Third Party Certificate Authority (CA) (p.6)
Use this procedure if your certificates are signed by a Certificate Authority you do not have access to.

Self-signing the CSR File (p.7)
Use this procedure if your certificates are self-signed, i.e. security is not an issue.
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Signing the CSR file by Your Own Certificate
Authority (CA)

Use this procedure if your certificates are signed by a Certificate Authority you have access to.

Steps

Enter openssl x509 -req -extfile host_ext.cnf -extensions host_ext -sha256 -days 3652 -in
your_device.csr -CA CA.crt -CAkey CA.key -CAserial CA.srl -out your_device.crt

Note:

+ CA.key is the private key of your CA
+ CA.crtis the CAs public certificate
CA.srl is the serial number file
+ 3652 days is the validity period of the certificate
+ host_ext.cnf defines the usage of the certificate. It contains:

[ host _ext ]

basi cConstraints = CA: fal se

keyUsage = digital Si ghature, keyEnci phernent, dataEnci phernent
ext endedKeyUsage = serverAuth, clientAuth

Result

This is a result example.

[root @ocal host nycert]# openssl x509 -req -extfile host_ext.cnf -

ext ensi ons host _ext -sha256 -days

3652 -in 192.168.1.31.csr -CA CA crt -CAkey CA key -CAserial CA srl -out
192.168.1.31.crt

Si gnat ure ok

subj ect =/ C=CA/ ST=Quebec/ L=Mont r eal / O=Medi a5/ OU=TAC/ CN=192. 168. 1. 31/

emai | Addr ess=t ac@redi a5cor p. com

Getting CA Private Key

Enter pass phrase for CA key:

root @ocal host mycert]#

When the certificate will be imported to the Mediatrix unit, the information defined for the
keyUSage of the host_ext.cnf file will be displayed in Management>Certificates/Host Certificates
table, under the Usage column.

Next Step
Combining the Private Key and the Signed Certificate (p.8)
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Signing the CSR by a Third Party Certificate
Authority (CA)

Use this procedure if your certificates are signed by a Certificate Authority you do not have access to.

Steps

Send your CSR to the Third Party Certificate Authority agency responsible for signing your Certificate
Signing Request.

Note: VeriSign or Entrust are examples of Third Party Certificate Authority Agencies.

Next Step
Combining the Private Key and the Signed Certificate (p.8)
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Self-signing the CSR File

Use this procedure if your certificates are self-signed, i.e. security is not an issue.

Steps

Enter openssl x509 -req -extfile host_ext.cnf -extensions host_ext -sha256 -days 3652 -in
your_device.csr -signkey your_device.key -out your_device.crt

IMPORTANT: The command must be entered on a single line, otherwise it will not work.

Note:
host_ext.cnf is a file containing the following which defines the usage of the certificate:

[ host ext ]

basi cConstraints = CA: fal se

keyUsage = digital Si gnature, keyEnci phernent, dataEnci pher nment
ext endedKeyUsage = serverAuth, clientAuth

Next Step
Combining the Private Key and the Signed Certificate (p.8)
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Combining the Private Key and the Signed
Certificate

Information

The host certificate required by the Mediatrix contains two parts: the private key and the signed
certificate.

Steps
Enter cat your_device.key your_device.crt > your_device.pem
Result

This is a result example:

[root @ocal host nycert]# cat 192. 168. 1. 31. key 192.168.1.31.crt >
192.168. 1. 31. pem
[root @ocal host nycert]# nore 192. 168. 1. 31. pem
----- BEG N RSA PRI VATE KEY-- - - -
M | Eom BAAKCAQEAUXKDO660KO gcHQLr 11 nXLi QT9R00QKE/ ppODo9v XZVsc8D6
uy Fl dRoDnnbwBHbbr hLgBf sZ5nVHWZ2KCsj JB2THehDXUskLS/ 4EWWelLcr zGygH
+qj HAr wYmYQJEQr Yr d/ RgkDgnR2j 9gocZBRXBf AWYt LgacJedx| Py317JyR7Yr| L
Q& v2hZAXgSdut mrJCysO4050Ev1Dv7kf | DQvxP74Qh0JgmMKgOeQdkf o+Xkw p
pl dYyl H +5TgW4YoMRbZHZf KF+VdwOGAe Sy 2 X+QCmHP8 1 GR+SPef Hzzn9oUk OHa
Dpj APgKWJaaJ PHr C8k+gsu6W O+dCRc UMW X47Q DAQABAoI BAQCNEMFi a3i CED44
L5BCKPXGO 20v XPq3MVBHVTYbAB08ykHt zAOLN8NNUSCGD1Pi gMNHkI O A6D9z 39
yeud9f KSR85dl Oy3YhRUqWK4Zx]j kj Hr PpdB6aoBQUCs nLnV&AW f Py Nf i NEPf 4kO
EbmJJyEQ H xi Cl i URCsf MomTl nPSZ3A gnBl 3gRZCBBLLT 6j s+Ni | YYi 2ASyw6i
F1+KxWOKTvxKalTROHYH35ur PWs28dFyZp8/ f 2QUUSMAaNsuQ Kj 8j DWEO ORs Wb
+ybzMOpl bbS21 +cbnt Dgr 5Kj j | E1+7dMY3K/ hUmUkE+FPZi Jf 3v8vFFsRuc AQCx(q
11 g330gBA0GBAQ ZLXyl i z1ORC/ poRy MEN@XRUQaZi | 279/ J7TNA26F1GAAn8y Ul
8Qcm 2PXr aLwnl 6kX08Mrul 7DN78BDOC7LSKK1 7Pl FMH3NV8vWWBeVWAE7NnP9EqAJ
| OLt OgN2t +WeNL/ Mc551XeBCCI f g+pf nj F8BkDPj qTe+8U4BEt 4dYQx AOGBAMRS
K9vLoXoxJ50ay+0oj TMYSuqPf El NDOWIzUJVLAj t gJGKUIs XYUnk5zVZ21 YRM 2EV
nCuAsemvCongDf Li nrc AEhUz GURG6t OpB7u2FWYi Lmt+ZJquCxl 66p7zr Q 3hc2Q+Y
61mJ3l Eay/ | | r ksS807PCk/ k8g9t mE0Yg7mXP19A0GATzg8cocel FB1gHUTFdxN
91 agkr OPwBan9OH1Bunsh78J CTQOVFAXTcZ/ uTowEMUITI3A kf | UgbDul dI 8) P
8ai kkt ATZkxhhLy4zn9vgkKFwi 6S3KI G X1yZGVKsbN+r NaJasr wwnCU4A+g3AFF
hx+Ji SVUmaFHt VSWiiXq1OLECg YAony RxmauA33G.39UANgW. VAl Fr OWVOOAZY +0
Mol 3RYOJdW ORR5LVt Enj 94gK7FMLQJI qFv34kzCTTpTy MBI LNxQyxsAYBf N7nfl
unopzj 5yYf r9r 7Jdxqgk3ul rmr t UgEj Xt EJ427w5y86nNogks1w2XJoCGPhxi +GROw
pl baVQKBgBX/ k9qc/ wxf 8ul 6R650Jn8Hi FFI Onr 6br scnnd00D7bJPf 2b4t Kvlap
CwWSW / Bx Yt 9agnccc Xy EGBVHVLCt JYNYHJ/ +Om DOt t N9dLE2f LPV1sgi gMSY90oP
ROKr LT+LPKL1V11s033vulcD6j CknH2kl KNRsNyxj Gt +of 0YxRaw
————— END RSA PRI VATE KEY-----
----- BEA N CERTI FI CATE- - - - -
M | DOz CCAr ugAWM BAgl JAGCc WOx pBWDH+MAOGCSqGSI b3DQEBOWMUAM GLMXBWCQYD
VQQGEW] DQTEPMAO GA1UECAWGUXVI YmV) MREWDWYDVQQHDAhNb250¢ nivhb DEPMAOG
ALUECgWGT WK aV\EEL MQMmVCg Y DVQQL DANUQUMK Fj AUBgNVBAMVDTESM 4xNj guMs4y
M YxI TAf Bgkghki GOWOBCQEVENRUZOBt ZWRpYTV) b3JIwLm\v b TAe FwOx NTEy MDEX
MIQ4MTrhaFwOy NTEx Mz Ax MTQ4MIhaM GKMs wCQYDVQQGEWI DQTEPMAO GAL UECAWG
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UXVI YmVj MREWDWYDVQOHDANhNb250c mivhb DEPMAO GA1 UECgWGT Wk aVWEL MQMvCg YD
VQQL DANUQUWK FTATBgNVBAMVDDESM 4xNj guMsS4z MTEhVB8GCSqGSI bh3DQEJARYS
dGFj QG1l Zd hN\WAvcnAuY29t M | Bl j ANBgkghki GOWOBAQEFAAQCAQBAM | BCgKC
AQEAUXKDO660KGO gcHQLr 11 nXLi QT9R00QKkE/ ppCODo9v XZVsc8D6uy Fl dRoDnmbw
BHobr hLgBf sZ5nVHWZ2KCsj JB2THehDXUskLS/ 4EWW eLcr zGygH+qgj HAr wymyQd

EQ Yr d/ RgkDgnR2j 9gocZBRXBf AWrt LgacJedx| Py317JyR7Yr | LQF v2hZAXqSdu

t myJCysA050Ev1Dv7kf | DQUXxP74Qsh0JgmMKg0eQdkf o+Xkwl ppl dYyl Hi +5Tg

W 4YoMRbZHZf KF+VdwOGAe Sy 2 X+QCmHP8 1 GR+SPef Hzzn9oUk OHaDpj APgKWJaaJ

PHr C8k+gsu6W O+dCRc UM X47Q DAQABoz kwiNz AJBgNVHRVEA] AAMAS GAL Ud DWQE
Aw Es DAdBgNVHSUEF] AUBggr BgEFBQc DAQY! KwYBBQUHAW wDQYJKoZI hvc NAQEL

BQADggEBAEX1sxk/ Ad4aVOr Pk20E/ dzOnfFrmg4Leuc YwWOuJ6F7 SdewAUSpgh XM Bu

cOw ToFdEMRTvPns Dghs Pk Sg Ty L4DBwf J 2 YbPf o FK6 BDnZAmJ3gw3 7+WKYOw7t W
lea+kWN4v6Dv/ GaOuBxQUApAN2| QaDc99f MSp3G3TCFWA hOl BEeBxvZOpHMILY cd

11 bdPNy7z13Ko0639B935Lj 1CRGpzEvgSgQ& cMvhkLi f LAL7dhl VcU7f LI ACz5Kov

A7CESNI j 8V8DuVi r BTNUKGggY/ 36g87e7n8g84Xse86VvEFhppKzCcZt DI KQBKvVTv

+i LgQLs9nj HAUr uNV9+JJIx1spv8FZp0=

----- END CERTI FI CATE- - - - -

Next Step
Importing a Host Certificate through the Web Page (p.10)
Importing any Certificate through a Configuration Script (p.11)
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Importing a Host Certificate through the Web
Page

Before you start

You must have an SNTP server for current date and time.

Steps
1) Go to Management/Certificates.
2) Click Activate unsecure certificate transfer.
3) From the Type selection list, select Host.
4) Click Browse and select the Host certificate.
5) Click Apply
6) Inthe Host Certificate Associations table, select the services that Host Certificate should

be associated with.

Note: A Host certificate is by default associated with all services. Several Host Certificates can be
imported and associated with one or several services.

7) Click Import.
8) Click Apply.
Result

This is an example of the result of a Host Certificate imported and associated with all services.
* Certificates

Host Certificates

File Name Issued To Issued By Valid From Valid To Usage

FQDN_Unit192.168.27.103.pem  192.168.27.103 192.168.1.27 ?l'g,lg,;,af;j fg?g&?f&ls ﬂ:ggf\,”:r

Other Certificates

File Name Issued To Issued By Valid From Valid To
Media5 Corporation - MediaS Corporation - 2015-03-06 2065-03-06 TlsClient, =
Cert_MxDefaultd0l.der o qior "ofimary CA  Madiatrix Primary CA  15:06:40 15:06:40 TlsServer es

Host Certificate Associations

File Name Web EAP Conf Fpu File Cert Nm SBC

FQDN_Uniti52.168.27.103.pem

Certificate Authorities
File Name Override the OCSP URL for issued Certificates
Ceart_MxDefault00l.der

Certificate Import Through Web Browser

Type Path

| Parcourir.. | FQDN_Unit192.168.27.103.pem Import

H IR IR W |

media5corp.com



Creating a Media5 Device Host Certificate with OpenSSL 11

Importing any Certificate through a
Configuration Script

Information

TousetheCert.Install Certificatecommand,theprovided content must be avalid certificate
file encoded in Base64.

Under Linux system: base64 --w ap=0 nyCertificate.crt > nmyBase64Fil e.txt

With OpenSSL tool: openssl base64 -A -in nyCertificate.crt -out myBase64Fil e.txt

Steps
1)

5)

Result

Prepare the configuration script file with the wanted Cert.lnstall Certificate
command line to execute.

IMPORTANT: The FileContent argument requires the Base64 encoding of the whole certificate file,
including the portions that may be already in Base64.

IMPORTANT: Double quotes must be used around the Base64 value of the FileContent argument.

Cert.lnstall Certificate

Nane="M/Certificate.crt" Type="Host"

Fi | eCont ent =" LSOt LS1CRUdJTi BSUOEgUFJJVKFURSBLRVkt LSOt LQ
pNSU Fb3dJQk FBSONBUUVBAXhLRE82NMOL T2l nYOhRMXI xbG5YTA RVD
| SM®Ra0UvcHBPR&E5dI haVnNj OEQ2CnV5RmxKkUmBE. . . RESUt RNUt 2V
HYKK2l MZ1FMczl t akhBVXJ 1Tl Y5KOpKeDFzcHY4R pwVDOKLSOt LS1FT
kQuQOVSVEI GSUNBVEULt LSOt LQ=="

Note: For more details about the Cert.Install Certificate command, refer to the DGW
Configuration Guide - Reference Guide published on the Media5 Documentation Portal.

Note: For more details on size limitation with configuration script file, refer to the DGW
Configuration Guide - Limitations of DGW Platforms document published on the Media5
Documentation Portal

Go to Management/Configuration Scripts/Execute.

If you are not using HTTPS, click Activate unsecure file importation from the Web
browser.

In the Upload Script Through Web Browser table, browse to the location of the file you
wish to import.

Click Upload and Execute.

The certificate will be inserted in the Management/Certificates page.

media5corp.com
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Online Help

If you are not familiar with the meaning of the fields and buttons, click Show Help, located at the
upper right corner of the Web page. When activated, the fields and buttons that offer online help
will change to green and if you hover over them, the description will bedisplayed.
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DGW Documentation

Mediatrix devices are supplied with an exhaustive set of documentation.

Mediatrix user documentation is available on the Media5 Documentation Portal.

Several types of documents were created to clearly present the information you are looking for. Our
documentation includes:

Release notes: Generated at each GA release, this document includes the known and solved
issues of the software. It also outlines the changes and the new features the release includes.

Configuration notes: These documents are created to facilitate the configuration of a specific
use case. They address a configuration aspect we consider that most users will need to
perform. However, in some cases, a configuration note is created after receiving a question
from a customer. They provide standard step-by-step procedures detailing the values of

the parameters to use. They provide a means of validation and present some conceptual
information. The configuration notes are specifically created to guide the user through an
aspect of the configuration.

Technical bulletins: These documents are created to facilitate the configuration of a specific
technical action, such as performing a firmware upgrade.

Hardware installation guide: They provide the detailed procedure on how to safely and
adequately install the unit. It provides information on card installation, cable connections, and
how to access for the first time the Management interface.

User guide: The user guide explains how to customise to your needs the configuration of

the unit. Although this document is task oriented, it provides conceptual information to

help the user understand the purpose and impact of each task. The User Guide will provide
information such as where and how TR-069 can be configured in the Management Interface,
how to set firewalls, or how to use the CLI to configure parameters that are not available in the
Management Interface.

Reference guide: This exhaustive document has been created for advanced users. It includes
a description of all the parameters used by all the services of the Mediatrix units. You will find,
for example, scripts to configure a specific parameter, notification messages sent by a service,
or an action description used to create Rulesets. This document includes reference information
such as a dictionary, and it does not include any step-by-step procedures.
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Copyright Notice

Copyright © 2023 Media5 Corporation.

This document contains information that is proprietary to Media5 Corporation.

Media5 Corporation reserves all rights to this document as well as to the Intellectual Property of
the document and the technology and know-how that it includes and represents.

This publication cannot be reproduced, neither in whole nor in part, in any form whatsoever, without
written prior approval by Media5 Corporation.

Media5 Corporation reserves the right to revise this publication and make changes at any time and
without the obligation to notify any person and/or entity of such revisions and/or changes.
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