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Generating a Private Key

Steps
1) Enter openssl genrsa -aes256 -out your_device.key 2048

Note:  The following step is optional.

2) Enter cp your_device.key your_device.key.orig
3) Enter openssl rsa -in your_device.key.orig -out your_device.key to remove the

passphrase.
Example

[root@localhost mycert]# cp 192.168.1.31.key 192.168.1.31.key.orig
[root@localhost mycert]# openssl rsa -in 192.168.1.31.key.orig -out
 192.168.1.31.key
Enter pass phrase for 192.168.1.31.key.orig:
writing RSA key 

[root@localhost mycert]#

Result
A private key is generated with:

• a length of 2048 bits
• encryption with a 256 bit AES algorithm.
The output filename is your_device.key.

Next Step
Creating a Certificate Signing Request (CSR) from a Private Key (p.4)
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Creating a Certificate Signing Request (CSR) from
a Private Key

Steps
Enter openssl req -new -key your_device.key -out your_device.csr -sha256

Result
A CSR is generated from the private key created in the Generating a Private Key (p.3) procedure with
a SHA256 signature algorithm. This is a result example.

[root@localhost mycert]# openssl req -new -key 192.168.1.31.key -out
 192.168.1.31.csr -sha256
Enter pass phrase for 192.168.1.31.key:
You are about to be asked to enter information that will be
 incorporatedinto your certificate request.
What you are about to enter is what is called a Distinguished Name or a
 DN.
There are quite a few fields but you can leave some blankFor some fields
 there will be a defaultvalue,
If you enter '.', the field will be left blank.
-----
Country Name (2 letter code)[XX]:CA
State or Province Name (full name[]:Quebec
Locality Name (eg, city) [Default City]:Montreal
Organization Name (eg, company) [Default Company Ltd]:Media5
Organizational Unit Name (eg,section)[]:TAC
Common Name (eg, your name or your server's hostname)[]:192.168.1.31
Email Address[]:tac@media5corp.com
 
Please enter the following 'extra'attributes
to be sent with your certificate request
A challenge password []
:An optional company name []:
[root@localhost mycert]#

Next Step
Signing the CSR file by Your Own Certificate Authority (CA) (p.5)
Use this procedure if your certificates are signed by a Certificate Authority you have access to.

Signing the CSR by a Third Party Certificate Authority (CA) (p.6)
Use this procedure if your certificates are signed by a Certificate Authority you do not have access to.

Self-signing the CSR File (p.7)
Use this procedure if your certificates are self-signed, i.e. security is not an issue.
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Signing the CSR file by Your Own Certificate
Authority (CA)

Use this procedure if your certificates are signed by a Certificate Authority you have access to.

Steps
Enter openssl x509 -req -extfile host_ext.cnf -extensions host_ext -sha256 -days 3652 -in
your_device.csr -CA CA.crt -CAkey CA.key -CAserial CA.srl -out your_device.crt

Note:

• CA.key is the private key of your CA

• CA.crt is the CA’s public certificate

• CA.srl is the serial number file

• 3652 days is the validity period of the certificate

• host_ext.cnf defines the usage of the certificate. It contains:

[ host_ext ]
basicConstraints = CA:false
keyUsage = digitalSignature, keyEncipherment, dataEncipherment
extendedKeyUsage = serverAuth, clientAuth

Result
This is a result example.

[root@localhost mycert]# openssl x509 -req -extfile host_ext.cnf -
extensions host_ext -sha256 -days
3652 -in 192.168.1.31.csr -CA CA.crt -CAkey CA.key -CAserial CA.srl -out
 192.168.1.31.crt
Signature ok
subject=/C=CA/ST=Quebec/L=Montreal/O=Media5/OU=TAC/CN=192.168.1.31/
emailAddress=tac@media5corp.com
Getting CA Private Key
Enter pass phrase for CA.key:
root@localhost mycert]#

When the certificate will be imported to the Mediatrix unit, the information defined for the
keyUSage of the host_ext.cnf file will be displayed in Management>Certificates/Host Certificates
table, under the Usage column.

Next Step
Combining the Private Key and the Signed Certificate (p.8)
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Signing the CSR by a Third Party Certificate
Authority (CA)

Use this procedure if your certificates are signed by a Certificate Authority you do not have access to.

Steps
Send your CSR to the Third Party Certificate Authority agency responsible for signing your Certificate
Signing Request.

Note:  VeriSign or Entrust are examples of Third Party Certificate Authority Agencies.

Next Step
Combining the Private Key and the Signed Certificate (p.8)
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Self-signing the CSR File

Use this procedure if your certificates are self-signed, i.e. security is not an issue.

Steps
Enter openssl x509 -req -extfile host_ext.cnf -extensions host_ext -sha256 -days 3652 -in
your_device.csr -signkey your_device.key -out your_device.crt

IMPORTANT:  The command must be entered on a single line, otherwise it will not work.

Note:
host_ext.cnf is a file containing the following which defines the usage of the certificate:

[ host_ext ]
basicConstraints = CA:false
keyUsage = digitalSignature, keyEncipherment,dataEncipherment
extendedKeyUsage = serverAuth, clientAuth

Next Step
Combining the Private Key and the Signed Certificate (p.8)
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Combining the Private Key and the Signed
Certificate

Information
The host certificate required by the Mediatrix contains two parts: the private key and the signed
certificate.

Steps
Enter cat your_device.key your_device.crt > your_device.pem

Result
This is a result example:

[root@localhost mycert]# cat 192.168.1.31.key 192.168.1.31.crt >
 192.168.1.31.pem
[root@localhost mycert]# more 192.168.1.31.pem
-----BEGIN RSA PRIVATE KEY----------END RSA PRIVATE KEY-----
-----BEGIN CERTIFICATE-----
MIID0zCCArugAwIBAgIJAOcfWOxpBWD+MA0GCSqGSIb3DQEBCwUAMIGLMQswCQYD
VQQGEwJDQTEPMA0GA1UECAwGUXVlYmVjMREwDwYDVQQHDAhNb250cmVhbDEPMA0G
A1UECgwGTWVkaWE1MQwwCgYDVQQLDANUQUMxFjAUBgNVBAMMDTE5Mi4xNjguMS4y
MjYxITAfBgkqhkiG9w0BCQEWEnRuZ0BtZWRpYTVjb3JwLmNvbTAeFw0xNTEyMDEx
MTQ4MThaFw0yNTExMzAxMTQ4MThaMIGKMQswCQYDVQQGEwJDQTEPMA0GA1UECAwG
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-----END CERTIFICATE-----

Next Step
Importing a Host Certificate through the Web Page (p.10)
Importing any Certificate through a Configuration Script (p.11)
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Importing a Host Certificate through the Web
Page

Before you start
You must have an SNTP server for current date and time.

Steps
1) Go to Management/Certificates.
2) Click Activate unsecure certificate transfer.
3) From the Type selection list, select Host.
4) Click Browse and select the Host certificate.
5) Click Apply
6) In the Host Certificate Associations table, select the services that Host Certificate should

be associated with.

Note:  A Host certificate is by default associated with all services. Several Host Certificates can be
imported and associated with one or several services.

7) Click Import.
8) Click Apply.

Result
This is an example of the result of a Host Certificate imported and associated with all services.
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Importing any Certificate through a
Configuration Script

Information
To use the Cert.InstallCertificate command, the provided content must be a valid certificate
file encoded in Base64.

Under Linux system: base64 --wrap=0 myCertificate.crt > myBase64File.txt

With OpenSSL tool: openssl base64 -A -in myCertificate.crt -out myBase64File.txt

Steps
1) Prepare the configuration script file with the wanted Cert.InstallCertificate

command line to execute.

IMPORTANT:  The FileContent argument requires the Base64 encoding of the whole certificate file,
including the portions that may be already in Base64.

IMPORTANT:  Double quotes must be used around the Base64 value of the FileContent argument.

Cert.InstallCertificate
 Name="MyCertificate.crt" Type="Host"
 FileContent="LS0tLS1CRUdJTiBSU0EgUFJJVkFURSBLRVktLS0tLQ
pNSUlFb3dJQkFBS0NBUUVBdXhLRE82Nm9LT2lnY0hRMXIxbG5YTGlRVD
lSMG9Ra0UvcHBPRG85dlhaVnNjOEQ2CnV5RmxkUm9E...RESUtRNUt2V
HYKK2lMZ1FMczltakhBVXJ1TlY5K0pKeDFzcHY4RlpwMD0KLS0tLS1FT
kQgQ0VSVElGSUNBVEUtLS0tLQ=="

Note:  For more details about the Cert.InstallCertificate command, refer to the DGW
Configuration Guide - Reference Guide published on the Media5 Documentation Portal.

Note:  For more details on size limitation with configuration script file, refer to the DGW
Configuration Guide - Limitations of DGW Platforms document published on the Media5
Documentation Portal

2) Go to Management/Configuration Scripts/Execute.
3) If you are not using HTTPS, click Activate unsecure file importation from the Web

browser.
4) In the Upload Script Through Web Browser table, browse to the location of the file you

wish to import.
5) Click Upload and Execute.

Result
The certificate will be inserted in the Management/Certificates page.
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Online Help

If you are not familiar with the meaning of the fields and buttons, click Show Help, located at the
upper right corner of the Web page. When activated, the fields and buttons that offer online help
will change to green and if you hover over them, the description will bedisplayed.
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DGW Documentation

Mediatrix devices are supplied with an exhaustive set of documentation.

Mediatrix user documentation is available on the Media5 Documentation Portal.

Several types of documents were created to clearly present the information you are looking for. Our
documentation includes:

• Release notes: Generated at each GA release, this document includes the known and solved
issues of the software. It also outlines the changes and the new features the release includes.

• Configuration notes: These documents are created to facilitate the configuration of a specific
use case. They address a configuration aspect we consider that most users will need to
perform. However, in some cases, a configuration note is created after receiving a question
from a customer. They provide standard step-by-step procedures detailing the values of
the parameters to use. They provide a means of validation and present some conceptual
information. The configuration notes are specifically created to guide the user through an
aspect of the configuration.

• Technical bulletins: These documents are created to facilitate the configuration of a specific
technical action, such as performing a firmware upgrade.

• Hardware installation guide: They provide the detailed procedure on how to safely and
adequately install the unit. It provides information on card installation, cable connections, and
how to access for the first time the Management interface.

• User guide: The user guide explains how to customise to your needs the configuration of
the unit. Although this document is task oriented, it provides conceptual information to
help the user understand the purpose and impact of each task. The User Guide will provide
information such as where and how TR-069 can be configured in the Management Interface,
how to set firewalls, or how to use the CLI to configure parameters that are not available in the
Management Interface.

• Reference guide: This exhaustive document has been created for advanced users. It includes
a description of all the parameters used by all the services of the Mediatrix units. You will find,
for example, scripts to configure a specific parameter, notification messages sent by a service,
or an action description used to create Rulesets. This document includes reference information
such as a dictionary, and it does not include any step-by-step procedures.

media5corp.com
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Copyright Notice

Copyright © 2023 Media5 Corporation.

This document contains information that is proprietary to Media5 Corporation.

Media5 Corporation reserves all rights to this document as well as to the Intellectual Property of
the document and the technology and know-how that it includes and represents.

This publication cannot be reproduced, neither in whole nor in part, in any form whatsoever, without
written prior approval by Media5 Corporation.

Media5 Corporation reserves the right to revise this publication and make changes at any time and
without the obligation to notify any person and/or entity of such revisions and/or changes.
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