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Customer Profile

A profile is a customer factory customisation where parameter values, skins, and branding are
defined specifically for the customer.

Customer profiles can be uploaded via HTTPS/TLS to insure data integrity and confidentiality. The
customer profile can include information on:

* security:

default administrator accounts and password policies

security parameters to be activated

specific services to activate or not

the installation of security certificates

the customisation of web pages

the installation of Rulesets used by the SBC

the installation of a VM image

the URL of the Auto Configuration Server (ACS) or of a configuration script

+ configuration:

the installation of Rulesets used by the SBC
the installation of a VM image
the URL of the Auto Configuration Server (ACS) or of a configuration script

+ branding:

+ the customisation of web pages

Security Management

The main security advantage of using a Customer Profile is that your configuration information
becomes private and therefore cannot be used or modified by others.

As a matter of fact, if using the Mediatrix default configuration, anyone will have access to the
configuration. Those with access to the Mediatrix documentation (publicly available on the Media5
Documentation Portal) can access your configuration if you do not change the default configuration.

Furthermore, the customer profile allows the customer to implement specific security features for
his organisation. For example:

* Force secure access only (HTTPS and SSH)
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+ Set/disable management options:

* SNMP (v1,v2, or v3)
+ TR-069
* Provisioning servers

+ Encrypt configuration scripts for remote management using custom private keys

Maintenance

The use of a Customer Profile greatly facilitates the implementation and maintenance of DGW on
multiple units.

The Customer Profile includes all the specificinformation required to deploy units running the DGW
application. Therefore, using the same Customer Profile on all units of a network will provide a
guaranty that the units work exactly the same way. Furthermore, if you wish to add or change the
value of a parameter, for instance set TR-069, the change is performed in the Customer Profile, then
the Customer Profile can be tied to some or all unit models.

The Customer Profile can be associated with a specific customer certified firmware version.
Therefore, customers are sure to always receive the approved version for their environment.

Access Rights

The customer can choose what features and services are actually displayed on the Web
management interface of DGW. Access rights can be managed with the Customer Profile.

The administration access right provides access to all features and services (in some cases licences
can be necessary e.g. for the Virtual Machine service.)

Show Help | Log Ou

l| Systemn |l Metwork m SBC w ISDN wm POTS m SIP m Media m Telephony = CallRouter s Management m Reboot

Mediatrix*
air

» Information

- Current Status

Device Identification: Mediatrix Sentinel
Firmware: Dgw 2.0.33.618
Profile: STNL-MX-D2000-32
MAC Address: 0090f809b2db
Serial Mumber: 987654321M341140002
System Uptime (D:HH:MM:SS): 46:23:27:11
System Time (DD/MM/YYYY HH:MM:SS): 03/02/2016 09:38:00

. Installed Hardware
Name Serial Number Location
1 PRI DEVELOPMENT_UNIT Slot1
4 FXO 00087000317140023 Slot2
4 FXS 00085000317140037 Slot3
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The customer could choose to create a View only user account and disable, for this user account,
the Web Management interface and only display summary information.
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Hardware Details

Scoftware Version:
Serial Number:

IF Address:

SIP Registration Status

Slot2/Bri1 - 22 - Unreachable

ACS Status:

Refresh page

Or then again, the customer could create a special user account giving access to anything in

between.

00024000122050011

10.5.19.38/1@

Reboot

-| System ‘

Mediatrix*

» Services

|__System Service __________________________ Status____|
Authentication, Authorization and Accounting (AAA): Started
Certificate Manager (CERT): Started
Configuration Manager {CONF): Started
Device Control Manager (DCM): Started
Ethernet Manager (ETH): Started
File Manager (FILE): Started
Firmware Pack Updater (FPU): Started
Host Configuration (HOC): Started
Local Quality Of Service (LQOS): Started
Process Control Manager (PCM): Started
Service Controller Manager (SCM): Started

Branding

Web Interface

Show Help | Log Out

The Web interface can be completely redesigned to reflect the customer's branding. The Customer
Profile can be used to create and implement a special skin, with the customer's logo and branding
colours.
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Show Help | Log Ou

-| System |- MNetwork m SBC wm ISDN m POTS wm SIP m Media m Telephony wm Call Router m Management = Reboot

Mediatrix*
am

»= Information

| |current Status

Device Identification:

Firmware:

Profile:

MAC Address:

Serial Number:

System Uptime (D:HH:MM:SS):

System Time (DD/MM/YY¥YY HH:MM:SS):

Mediatrix Sentinel

Dgw 2.0.33.618
STHL-MX-D2000-32
0090f809b3db
987654321M341140002
46:23:27:11

03/02/2016 09:38:00

Installed Hardware
Name Serial Number

1 PRI DEVELOPMENT_UNIT
4 FXO 00087000317140023
4 FXS 00085000317140037

Location
Slotl

Slot2

Slot3

Services

System

System Service Status

Color of Device

The colour of the device can also be customised to a customer's specific needs.

Labels on Device

Authentication, Authorization and Accounting (AAA): |Started
Certificate Manager (CERT): Started
Configuration Manager (CONF): Started
Device Control Manager (DCM): Started
Ethernet Manager (ETH): Started
File Manager (FILE): Started
Firmware Pack Updater (FPU}: Started

Labels on the device can be printed with specific branding information, allowing the customer, for

instance, to display the logo and the name of their company directly on the device.
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ETH2 ETH3 ETHA4/EXT ETH

Custom Model Names

Special model names can be created and used on the devices to create a specific line of devices
for a customer.

Customer Provided Mac address and Serial Number

Labels can be created with the Customer's provided Mac address and Serial Number.
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Copyright Notice

Copyright © 2023 Media5 Corporation.

This document contains information that is proprietary to Media5 Corporation.

Media5 Corporation reserves all rights to this document as well as to the Intellectual Property of
the document and the technology and know-how that it includes and represents.

This publication cannot be reproduced, neither in whole nor in part, in any form whatsoever, without
written prior approval by Media5 Corporation.

Media5 Corporation reserves the right to revise this publication and make changes at any time and
without the obligation to notify any person and/or entity of such revisions and/or changes.
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